Cxembl 00MaHa ¥ IPABK.IA 3ANIHTHLI 0T MOMICHHHKOB, YTO0OLI HEe MONACTHLCS HA MX VJIOBKH:

1) ITooo3pumenvnvie 360mxKU.

MolueHHIKH 003BaHUBAIOT KIMEHTOB, NMPCACTABISACH COTPYIHUKAMH PasIMYHBIX CIYX6 GaHKOB,
Hauuonanbaoro 6Ganka, Accouuanuu 6GaHKOB, IPaBOOXPAHUTENbHBIX OPraHOB. 3BOHOK IIOCTYNAaeT Ha
MOOMIbHBIA Teslepon umn B meccernukep (Viber, WhatsApp). Ilpn 3ToM HOMepa Tened)OHOB, ¢ KOTOPBIX
OCYLICCTBJISICTCS 3BOHOK, MOTYT OBITh NOXO0XH Ha OhHIHAIbHBIC TeNe(DOHBI 3THX OPraHM3aLMiL.

YToOBI BOHTH B [OBEpHE, 3MOYMBIIICHHUKA MOIYT OODAll@ThCs [0 UMEHHM, Ha3BaTh ajApeC Wi
YacTh WH(p HOMepa KapTel. B mpomecce pasroBopa BO3MOKHBI "TIEpeKTIOUEHHs" HA COTPYLHHKOB HHOTO
(obcnyxuBatouero) Oanka. Llens — yGeauTsh KiIMeHTa NpeJOCTaBUTh JaHHbIE, HEOOXOMUMBIE U1 BXOJA B
UHTEPHET-0aHK, a TAKXKe /ISl OCYIIECTBIICHUS M1aTexXa.

[onyumB urdoOpManKio, MOIIEHHHK CHHCHIBACT JIEHBIH €O c4eToB. KpoMe TOro, 4acTo KiHeHT,
MIPENOCTAaBUB BCE JIaHHBIE, OZI0OPSET, TEM caMbIM, 0QOPMIICHHE HA CBOE MM KpeauTa. B aToM ciydae, oH
TEPAET HE TOJILKO CPEJICTBA CO CBOMX CYETOB, HO U CyMMY O0OPEHHOr0 KpEAUTa.

Camele pacnpocmpanennble y106Ku MOWEHHUKOS NPU 360HKAX HA MOOWIbHbIE MENePOHbl, A MAKICe
6 meccenoxcepax Viber u WhatsApp:

OtMeHa 1epeBosa/3asBKy Ha KPEJMT/MOCTYILIEHHE 3aIIpOCca Ha BHIBOJ CPEICTB C BAlErO CYETA.

B GonblumnnceTBe ciydaes 3BOHAIIHMI COOGIAET O MOO3PUTENBHBIX ONEPALHAX [0 KapTouke 1160 00
ohopMIIeHHM KpenuTa WM oBepApadTa Ha Bame ums. J{ns GIOKHPOBKH IIOTO3PUTENIBHON OTIepally HIIH
OTMCHBI 3asBKH Ha KPCIUT 3/IOYMBILUICHHHK MPHU PasroBope TpeOyeT CPOYHO MPENOCTaBHTh CIEAYIOLIUE
JlaHHbIe (BO3MOXKHO, HE BCE U3 IIEPEYMCIEHHOTO):

* IMYHBIN (MIEHTH(UKAIMOHHEIN) HOMEp TacIopTa;

* NI0JIHBIH HOMEP KapTOYKK WK nocennue 4 uudpst kaprouku u CVC-koa ¢ 06paTHOl CTOPOHBI KapThl;
* CMC-kozbl, KOTOpBIE IPUXOAAT Ha Ball TeaeoH oT Ganka (M-koj, 3D-Secure).

JIOTHHEI (MM TI0JIb30BaTelIs ) ¥ napoiu ot J[BO;

[TMH-Kkox OT KapTO4KM, HCTIOIB3YEMBIif /IS COBEPIIEHHS ONMEPALH C HCTIOIb30BAHHEM KapTOYKH;
CeaHCOBbI€ nIapoy foctyna B UHTepHeT-6aux.

A Taxxe He 3a0BIBaiiTe, €CIIM €CTh MOJ03PEHHE, YTO Balld KOHMHACHIHATbLHEIE JaHHBIE JlocTyna B
AABO cTanu ¥3BECTHBI MOILIEHHHKAM, ONEPATHBHO 3a00KUpYiiTe JIOCTYN K BallEM JINYHOMY KaOHMHETY B
MOGH/IBHOM NpUNOXKeHUH U VIHTepHeT-6anke Yepes QyHKImIO: «BIOKHPOBKa yUeTHO# 3amucy.

IlomunTe!

Cotpyanuku OaHka HHMKOILJA He 3aNpamMBAIOT TaKYI0 HHGOPMANHIO: UYTOObLI YIOCTOBEPUTH
JAYHOCTh, OHH YTOYHHAIOT AATY POXKICHHHA M KOJ0BOE CJI0BO, KOTOPOE BBl YKA3alW NMPH PErHCTPAIMH.
Jtoil HHpOpMaNKK ONEPaTOPy AOCTATOYHO, YTOOL! HACHTHOHIMPOBATh BAC U OTMEHHTH HOJO3PUTEBHYIO
TPaH3aKUHIO, ECIIH Ha He€ NEHCTBUTENBHO MOCTYINII 3aIIpoC.

3BOHAIIMHA MOIIEHHAK TOPOTIMT, HE MO3BOJILET NMOXYMATh — TAPaTOPUT M ITyraeT 6€e3B03BpaTHBIM
cnucanueM JieHer. Crielka, pe3skue GpopMyTHPOBKH U MICHXOJOTHYECKOE JABJIEHHE IOKHO HACTOPOKHUTD
— omneparopbl OaHka Tak He obwaiorcs. Tumuunsle ¢pass: “Obuia NOJIO3pUTENIbHAS  onepauus /
aKTHBHOCTB”, “HY)XHO CPOYHO 3a0TOKHPOBATh CIMCAHHE, COOOIUTE NaHHBIE”, “IIOTOM Oynete pa3buparscs

¢ 6aHKOM caMH” H TOMY OJ00HOE.

2) Yuacmue 6 cneyonepayuu.

MOoleHHHK, TpPEACTAaBHBLINCE COTPYAHHKOM CIYXObl O€30MacHOCTH OaHka, cooOmaer o
NPOBEJCHUM  CIYXEOHOTO pacciefoBaHHs 10 (aKTy XHINEHHS JEHEKHBIX CPEACTB  KJIMEHTOB
HCYCTAaHOBJIEHHBIM COTPYAHHKOM Oanka. OjfHaKo, KIHEHTa NPOCAT He 3BOHHTH B OaHK, TaKk KaK 3BOHOK
MOXCT TIOMELIATh pacC/ICNOBAHUIO, W TMPEAYNPEXIAIOT O HATMYMH YrOJIOBHOH OTBETCTBEHHOCTH 3a
NPENATCTBOBAHUE PACC/IEIOBAHHIO.

Jlaniee 3BOHOK mMepekimodaeTcs SKOGbI Ha COTPY/HHKA IIPABOOXPAHHTETHHEIX cTtpykryp (MBJ,
NpOKYpaTypbl M T.N.), KOTOPbIA NMPOZOIDKAET BBOJAMTH KIMEHTA B 3abiyx/eHne. Bo BpeMs oOumieHus Ha
mOGOH CTanuMu pasroBopa IOA IPEIOTOM CIPaXOBaHUs BKJIAja, OJOKUPOBKH cveTa M T.A.
NPENNPHHUMAIOTCA  MOMBITKA  MOJTYYEHHs KOHQUICHUMATBHBIX JaHHBIX. Takke JUI8  TIPOBEpKH
«HEIOOPOCOBECTHBIX) COTPYAHUKOB OaHKA KJIMCHTA BbIHYKIAIT OGOPMHTb KPEHT, YBEDSAs, YTO €ro He
Hano OyAeT NOTOM moramarh, M YOEXIAOT YCTAHOBUTb PHIIOKECHHE «AnyDesk — ynanennoe




ynpassicane» u3 Google Play nnu App Store, nospossiroinee nmojy4uTh JOCTYH K CYETY KIMEHTA IS
OCYILIECTBIECHUS HECAHKLIMOHUPOBAHHOIO NEPEBO/IA ICHEKHBIX CPEACTB.

Ilomuure!
He BuauTech Ha 3amyruBaHus ¥ yropopbl! YacTo MOLIEHHUKH Y)Ke YTO-TO 3HAIOT O Bac. IlycTsb To,

4TO OHM O0paIaroTCs 10 UMEHH, He OTKITIOYaeT Bally OOMTENBHOCTh. M NMOMHWTE: B 30HE pPHCKa - Bce
KJIMEHTHI BceX OAHKOB.

3) Ommena saxaza na nokynky/0ocmasky mosapa.

B naHHOM ciywae noja BuAoM palGOTHMKOB HMHTEpHeT-MarasuHa 21vek WaM WHOH TOpProBoii
IUIOMIAJIKK 3J0YMBIUIIEHHHKHY 3BOHAT KJIMEHTaM OellopycCKHX OaHKOB H COOOLAIOT, YTO HA HX HMS
oopmIIeH 3aKa3 Ha NOKYTIKY/0CTaBKy ToBapa. KineHT coobmaet, 4To MoKynKy He cOBEpIIAIL.

Jlajee MOLICHHWKH YTOYHSIOT, B KaKOM OaHKe OOCIYXHBAeTCS KIMEHT, H MpeIaraloT CaeiaTh
ormeHy. llomyuuB koHduaeHUMANbHYIO MHGDOPMALMIO, IbITAIOTCS OCYIIECTBHTh INPOLENYPY CMEHbI

JIOTHHa/TIapoJis B MHTepHeT-0anke. Kimenty nanpasnsercs ot 6anka CMC-cooblenne ¢ KoaoM, KOTOpoe.

3JIOYMBILUJICHHUKH IIPOCAT COOOLIUTD JUIS OTMEHB! 3aKa3a.

Ilomuure!

CMC-xon ot 6aHKa HUM B KOEM Cllyyae HeNb3s [lepelaBaTh HUKOMY, JaXe COTPYAHUKY GaHKa. DTo
«KII0Y», HEOOXOJMMBIH JUIs 010OpEHHs IUIaTeXa 1O Ballell KapTOYKe, a TAKKe IS CMEHBl CEKPETHBIX
N1apaMeTpOB JIOCTYIIA B Balll IMYHbIA KaOWHET HHTEpHET-0aHKa.

4) IIpooasica moeapos ¢ unmepHeme.

MomeHHHKE €031a10T Komuu m3BecTHbIX caiitoB (Kydap, ay.by, caiiTel HHTepHeT-GaHKOB,
bennoursl, EBponioutst, CIIOK u ap.), 4To6bI CIHUCHIBATH JCHBIH C KapTOYeK.

Ecnu BbI pasMecTunyn o0bsBlIeHHE O IPOAAKE BELU B MHTEPHETE, K BaM MOKET 00PaTHTBCS (YacTo
4epe3 MECCeH/DKeP) MOLICHHHUK 110/l BUAOM Mokynarens. OH cooGIIaeT, 9To XOueT NpHoBpecTy Balll TOBap,
W TpeaaracT 0QOPMHTE NOCTAaBKY € ONIATOH Ha Ballly KApTO4Ky. MOLIEHHMK MPHCBUIAET CCBUIKY, IO
KOTOPOH HYXHO POUTH AKOOBI 115l OQOPMIIEHHS JOCTABKYU MM [IOJTyYeHHs IEPEBOIA.

Ilo ccpike pasmelnaeTcss MOEHHWYECKHH CalfT, BHELIHE O9EHb CXOXKHIA ¢ caliTOM, Ha KOTOPOM BEI
pasmecTuin obbsiBienye (Hanpumep, Kygap, ay.by u ap.), 1460 caiitom mouToBOI Ciy)6bI (Hampumep,
bennoursl, Esponoutsl, CJI3K u np.). Ha crpanuue Takxe MoxeT 6bITh pa3MeleHa KOMUs uHpOpMaLUH 0
NIPO/IaBAEMOM BaMH TOBape, YTOOBI BBI3BATH JOBEPHE.

Hist «nonyvenuns nepesona» y Bac NoTpeGyIOT BBECTH BCE PeKBU3HTHI kKapTol 1 CMC-koxa oT GaHka.
Ecnu BBl BBENETE 5TH JaHHBIE, TO IOTBEPAMTE NEPEBOJL B APEC MOIIECHHUKA.

B mepenmncke MOIICHHAK MOXET COOGIIHTB, YTO JUIS TOMyYEHHS EPEBOJIA OCTATOK Ha Balleif KapTe
JOJDKEH OBITb HE HUXKE ONpENENCHHOM CyMMBI (Kak MHHHMYM, CyMMBI HepeBoxa). Taxum o0Opa3oMm OH
rapaHTUpyeT cebe BO3MOXKHOCTh CIIMCAHUS CPECTB C BaIeH KapThl.

Ha GonbIIMHCTBE MOIIEHHMYECKHX CalTOB €CTh JaXe «CIyk0a TOMIEPXKKH», KOTOPas MOMKET
yOeKaaTh Bac BBECTH HyXKHbIE TAHHBIC H JAKE MONOIHATH KapTy, YTOObI yBETHUHTh CYMMY CIIHCAHHAL.

Han6obury1o yrpo3y npeacTaBasiioT KONHM _CAHTOB HWHTEPHET-0AHKOB. BHelIHEe OHH OYeHb
CXOXH C HACTOALIMMH CalTaMH U TIPEAHA3HAYEHBI 1 cOOpa CeKPETHBIX [1apaMeTpOB — JIOTHHA, TTapoIis U
aBTOPU3ALMOHHOrO Koza. [ToyynB HX, MOIEHHUK HHULMUPYET CHHUCAHUE C Ballell KAapThl M BBIHYIHUT Bac
seecTH CMC-Kkoz1 0T GaHKa Ha TOM k€ MOIICHHHYECKOM CaliTe, IMUTUPYS 3TO KaK 3a4HCIICHHE EPEBOJIA.

IlomnunTe!

Ecnn BamM NOMKHBI MepeyMCIMTD IEHBIM HAa KAapTOYKY, BaM HYXKHO IIPENOCTABHTH OTIIPaBUTEINIO
TOJILKO MOJHBIH HOMEpP KapThl.

Bbl HHKaK He J0MKHBI «NOATBEPKAATHY MO0 «IOIYYATHY nepeBol, HE3aBUCHMO OT TOrO,
OTKyla M KaK OH OTHpaBjieH (B TOM 4uCle, TIPH MEpeBOAe H3-3a rpaHuubl). BaHK He TpeGyer
NOATBEPKAATH NojayyeHue nepeoaa CMC-koaom.

* Hukorna He nepexomure mo cceuikam, TONYYEHHBIM OT OTIPABHUTENS SKOOBI JUIS MOJIyYEHHS
nepeBoja/ opopMIICHHS JOCTABKH.

* Hukorza He nmonosusiiTe KapTy «/UIsl ONTyYeHHUs IIepeBoOIay.

* B cryqae cosepiuenus caenok Ha Kydape, o6iaiitech ¢ mokynaTeasMy U mpojiaBUaMy TONbKO Ha
opuumanbHoM caiite Kyhapa — TaMm BpeJ0HOCHBIE CCBUIKH aBTOMATHYECKH GIIOKUpYIOTCs. He IIepEXO/IUTE B
APYTHE MECCEHDKEPBI M COIL.CETH JUTS OOLIEHHS C TIOKYIaTelIeM.
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* IlpenoctaBbTe MOKymaTeNio JaHHbIC BUPTY&JIbHOM KapThl ¢ HYJIEBBIM HIIM HE3HAYMTETbHBIM
ocTaTKOM. OTKpPBITH BUPTYaJIbHYIO KapTy MOKHO MTHOBEHHO U O€CIUIATHO B MHTPEHET-0aHKeE.
* Eciii BEI XOTHTE 1TOCETUTH KaKOW-TO CalT, caMH BBEAUTE €T0 aJpec B MOMCKOBYEO CTPOKY.

5) Ilomowb poOcmeeHHUKY Unu 3HAKOMOMY.

MomnieHHAK MOXeT OOpaTHUThCS K BaM B COLMAIBHBIX CETAX CO B3JIOMAHHOTO AKKAyHTa BaIllero
POICTBEHHUKA HJIM 3HaKOMOro. OH MOXET IMONPOCHTh 3a4UCIUTh Ha Bally KapTy ACHEXHBIH NEpeBo
(Hanpumep, U3-3a TOrO, YTO €ro KapTa IOKa He MOIy4eHa B OaHKe WM MCTEK CPOK ee jeiicTus). [l
OCYWICCTBJICHUS MEPEBOJIAa MOINCHHHK IIONPOCUT Bac Ha3BaTh IIOJHBIA HOMEP KapThl, CPOK JEHCTBHS,
CVC/CVV-kon (3 undpsl Ha obopote kapthl) i CMC-komapl oT GaHka. EcJH BbI NDEIOCTABHTE HTH
[AAHHBbIE, TO 0100pHTE CHHCAHNE CO CBOEH KAPTHI B AipeC MOIIECHHHKA.

MoieHHHUK TaKKe MOXET MO BHIOM POJCTBEHHHKA MM 3HAKOMOTO IIOMPOCHTH ONOKMTH €My
JeHer. B Takom ciyyae, OH NpPEIOKHT BaM CaMOCTOSITENIBHO CHEJIaTh MEPEBOA 10 YKA3aHHBIM HM
PEKBU3UTAM.

Kpome 3TOro, 3mOyMBIIUIGHHHKM 3BOHST Ipak[IaHaM M TOBOPAT, YTO WX OJNHM3KHWE MOMald B
ceppesnoe JITII. MoleHHNKY 3anyTHBAlOT CBOMX aGOHEHTOB CJIOBAMH, 4TO 3a MOAOGHOE TPeayCMOTpEeHA
CEpbE3HAs OTBETCTBEHHOCTh, U B CKOPOM BPEMEHM MX OJIM3KHME OTIPABATCA B MECTA HE CTOJIb OTJAJICHHbIE.
B urore rpaknane mepenaroT 3MOyMBIIICHHHKAaM KpYITHBIE CYMMBI JIEHET, a MO3KE Y3HAIOT 06 o6MaHe.

JlaHHasi cxeMa NpeCTyNHUKOB MOJTy4HIa anrpeil: ec/ii paHblIe AeHbIH GBUTH HYXHBI IS PeLICHHS
BONIPOCOB ¢ NPaBOOXPAHHUTEIbHBIMU OPraHAaMHM C LENbIO H30€XKaTh OTBETCTBEHHOCTH 3a coBepineHHoe J]TII,
TO CceHyac CpeiCTBA MPOCST IepesiaTh Ha MPOBEJEHHE CPOYHOM OINEpallly POJCTBEHHHKY, IOMABIIEMY B
JOPOXXHO-TPAHCIIOPTHOE ITPOUCILECTBHE.

ITomHuuTE!

Ilpexne Yem BBINOJHATH TAKYI NpPoch0y, HEOOXOAHMO CBA3ATLCS € POACTBEHHHKOM HJIH
3HAKOMBIM 10 _TeJedhoHy M YTOYHHTH, AEACTBMTENLHO JH OH NPOCHT CHeJATHL HePeBOx JH00
NPeAOCTABUTEL PEKBHIATHLI KapThl. [loTparts Beero oHy MHHYTY, BBl COXpaHWTE CBOHM cpeicTBa. J[isi
3a4MCIICHUS MEPEBOJa Ha Bally KapTy TpeOyeTcs TONBKO MHONHBIA HOMep KapThl. Hukakme apyrue
PEKBU3UTHI OaHKY He HyXHbI. Bam Takxe He Hy)HO HUKaK OATBEPXKIATH II0JIyYEHHUE TIepeBo/ia.

6) Ilonyuenue nocviiku 6 omoenenuu PYIIT « beainoumay

MolueHHUKHA 3BOHAT rpakJaHaM H FOBOPAT, YTO Ha €r0 MM HOCTYIIMJIA IIOCHUIKA C HATOKEHHbIM
TIaTEXOM, KOTOPYIO OHJIOJDKEH HEMEUIEHHO 3a0paTh B IIOYTOBOM OTHAEJICHHH. Yamie Bcero B KauecTse JIKe-
OTIIPABUTEIA BBICTYIIAET KAKOH-HUOYIb HHTEPHET-MAra3uH.

Ilomuure!

PVYII «bennoura» HHKOraa He 3BOHMT KaueHTaM. O HOBBIX MOCHUIKAX ajzpecataMm CoOOILIAIOT ¢
nomoupio  SMS-cooOuiennii, coobuiennemM B MecceHpkepe «Viber» HIM yBEJOMICHHEM B MOYTOBOM
ke, OTnpaBUTENEM MEKTPOHHBIX COOOLIEHMH Beer1a J0/:KeH 3HAYuThLes «belpost.byy.

Kpome storo, cotpynuuku PYIT «Bennoura HMKOIIa He TPeGYIOT OT HYelOBEKA HEMEITCHHO H
00s13aTe/bHO 3a0paTh OCHIIKY. AZpecaT UMeeT NOJHOE IPAaBO BOOOIIE OT Hee 0TKa3aThes. TeM Oonee, ecnu
HE TOMHUT, YTOOBI YTO-TO F/Ie-TO 3aKa3bIBall.

Umo moxcrno cnpocume y no0o3pumensHo20 360HAUE20, YMOOLL U30OTUYUMb MOULCHHUKA.

MorreHHHKH BBIIAIOT ce0s, KOT/Ia MM 3a/[al0T KOHKPETHBIE BOPOCH O MECTE HX PaGOTHI WM BAIIHX
0aHKOBCKHX npoayKTax. [IpH Hoq03peHNnH MOKHO YTOYHUTD:

* opHIMANBHOE HAa3BAHKE MOAPA3/ICICHUS,;

* ®UO pykoBoaures;

* THI U YCJIOBHs 00CTY>KMBAHUS BallleH KapThl.

* Obwwue Bompockl Bpoje “Iie HaxoAWTCs TJIaBHBIH oduc GaHka?” 3amaBaTh HE CTOMT — 5Ta
nHpopManus obIIen0CTyNHA.

Konaiite Briay6s n oGpaaiite BHHMaHHe Ha TO, Kak COGECEAHHK pearHpyeT Ha Balld BOIIPOCHI.
Ecau on Tepsercs, 3iMTCH, XaMuT, omubaercs, npeKpamaiiTe pa3roBop M 3BOHHTE B GAHK MO

HOMeEpaM, YKaA3aHHBIM Ha 06[!2THOﬁ CTOPOHE KAPTHI, PACCKAKHTE O CHTYAIIHH.
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